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1. DoH XA

Yl BUEA http2.0 B, httpl.1 7RA

2. Google JSON ¥ \EEA

2.1. get HTREA

2.1.1.Path

/resolve

2.1.2.Http Header ¥4}

2§ SHRA BV SHUH

I KR H AT EL2 5 ] 360safes
user-source | string =

360se. 360sweeper
user-identity | string & REE 1 id (44 LR
accept application/dns-json | & [t 5E 18 application/dns-json

2.1.3.Get params




doceorwEE 360DoH X4 3 kY
284 | SHRE | RBUA [BHRA
name | string & 14
type Int % BN 1, 1ARFE A (BUEVER dns type)
class Int % BN 1, 1483 inet (BUEYER dns class)
2.1.4. 755
2.1.4.1.Curl

curl --location --request GET "https://doh.360.cn/resolve?name=www.baidu.com” \

--header "Accept: application/dns-json"

2.2. resp

onse

2.2.1. R [EE B

"Sta

T

"RD

tus™: 0,
" false,

" true,

"RA": true,

"AD

"CD

"Qu

" false,
" false,
estion™: [

{

"name": "up3.jia.360.cn.”,

"type™: 1
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}
1
"Answer": [
{
"name": "up3.jia.360.cn.",
"type": 5,
"TTL"™ 60,
"data"; "up.jia.360.cn.”
2
{
"name": "up.jia.360.cn.”,
"type™: 1,
"TTL"™ 60,
"data": "180.163.251.153"
2
{
"name": "up.jia.360.cn.”,
"type™: 1,
"TTL"™ 60,
"data": "36.110.234.214"
}
1
"edns_client_subnet™: "10.18.132.0/24"
}
¥4 SYPRAE | REBLVR BEURH
0: No error.
Status Uint8 =

1: Format error.
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2: Server failure
3: Name Error

4: Not Implemented.

5: refused
TD Uint8 = \
0: Recursion not desired
RD Uint8 &
1: Recursion desired.
0: Recursive query support not available
RA Uint8 &
1: Recursive query support available
AD Uint8 = \
CD Uint8 & \
Name: i K {13844
Question Array &
Type: 4 TE R
Name: 1544
Type: A TERFEM
Ttl:  JRAK[A]
Answer Array 5
Data: rdata
EE: R type=1 ) data 5.8 (BELEW ip
Hiht)
Name: 1544
Type: A TERFEM
Authority Array 5
Ttl:  JRAK[A]
Data: rdata
Additional Array 5 \
edns_client_subnet | String 5 \
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3. RFC8484 1Y

3.1. Post FREAN

3.1.1.Path

/dns-query

3.1.2.Http Header ¥4

¥4 SHRA BB W SH A
s KR H AT CL4 4 A 360safes
user-source string =
360se

user-identity string i RFEE i id (44 BLFFFED

accept application/dns-message & i 52 {H application/dns-message
content-type application/dns-message & [ %2 application/dns-message

content-length int 2 body #7r IHTKE

3.1.3.Body B4

3.1.3.1.DNS H.:

00 00 01 00 00 01 00 00 00 OO 00 00 03 77 77 77 07 6578 61 6d 70 6C 65 03 63 6f 6d
00 00 01 00 01
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3.1.3.2.DNS 4514
OI!!SII I!!SG? of|1(/2(3|[4]/5]6]|7]38 1
Identification Opcode Rcode
R AllC||D|lA D[l D
Total Questions Total Answer RRs
Total Authority RRs Total Additional RRs
Questions [] ::
Answer RRs [] ::
Authority RRs [] ::
Additional RRs [] :::

3.1.3.3.Dns B} BH

————————— dns header
00 00 ---identification
01 00 ---flags

00 01 ---question count
00 00 ---answer count
00 00 ---anthority count
00 00 ---additional count

_________ dns questions

0377 777707 657861 6d 70 6¢€ 65 03 63 6f 6d 00 ---domian name
00 01---type

00 01---class
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3.1.4. 745

:method = POST
:scheme = https
‘path = /dns-query
user-source = 360se

user-identity = d2eedOcee761c71bce91d3c11906fd640b91a5002b49
accept = application/dns-message
content-type = application/dns-message
content-length = 33
<33 bytes represented by the following hex encoding>
000001 0000010000 000000000377 7777

07657861 6d 70 6¢c65 0363 6f6d 00000100
01

3.1.4.1.curl

echo -n 'g80BAAABAAAAAAAAAIA3dwdleGFtcGxIAZNVEQAAAQARB' | baseb4 -D |
curl -H ‘content-type: application/dns-message’ --data-binary

@- https://doh.360.cn/dns-query -o - | hexdump

3.2. Get TREN

3.2.1.Path

/dns-query

3.2.2.Http Header ¥4

284 SHRA REUHR SHHHA

Uik IE H BT O 2 5 H 360safe.
user-source string =
360se
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% SHRE RE DM SH A
user-identity string Py RFE i id (44 PLFFFERD
L o [ € {H application/dns-
accept application/dns-message JE
message

3.2.3.Get params

dns=AAABAAABAAAAAAAAA3d3dwdleGFtcGxIA2NVbQAAAQAB

Z4 dns IR 2 E1XF dns & (00 00 01 00 00 01 00 00 00 00 00 00 03 77

77 77 07 65 78 61 6d 70 6¢ 65 03 63 6f 6d 00 00 01 00 01 ) base64url % &
R

10
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Table 2: The "URL

Value Encoding Value

0 A 17
1B 18
2 C 19
3D 20
4 E 21
5F 22
6 G 23
7 H 24
8 I 25
9 J 26
10 K 27
11 L 28
12 M 29
13 N 30
14 O 31
15 P 32
16 Q 33
3.2.4. 7%
‘method = GET

:scheme = https

and Filename safe" Base 64 Alphabet

Encoding Value

T B0 QD e NK XS < a4dn o

34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

Encoding Value
51
52
53
54
55
56
57
58
59
60
61
62
63

MK £ & 6 m R QT 0B 8B HOF W -

(pad)

Encoding

W 00 ~JJ 6 1 & W N B O N

- (minus)

(underline)

:path = /dns-query?dns=AAABAAABAAAAAAAAAId3dwdleGFtcGxIA2ZNVEbQAAAQAB

accept = application/dns-message

3.2.4.1.curl

curl  -H ‘'accept: application/dns-message’ -v  ‘https://doh.360.cn/dns-

query?dns=g80BAAABAAAAAAAAA3d3dwdleGFtcGxIA2ZNVBQAAAQAB' | hexdump

11



